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1 Executive Summary

1.1 Introduction

This report draws data from a wide range ofreliable sources to providean estimate of theshape and size of the piracy
universe. It is based uponan in-depth study of arange of ecosystemzommonly used for the distribution of infringing
content. Analysisdemonstratesthe number of unique internet users who employ eaclinfringement method to obtain
material as well as theoverall proportion of internet bandwidth used by each ecosystem. In atition to original data

collection by NetNames, the report draws osupplementaldata from leading companiesincluding Sandvine and Cisco.

Thereport, which has beencommissioned by NBCUniversal, wagrepared by the Pracy N tN NN
Analysis team at NetNamedormerly known as Envisional In January2011, Envisional e a mes

4

published the report An Estimate of Infringing Use of the Internedn analysis focused on
the use of internet bandwidth for the distribution of infringing content such as pirated
films, television, music and software! This new report includes an extended examination of bandwidthdata that updates

some of the findingsfrom the 2011 publication. However, it takes a look at a broader range of considerationsgluding:

A adetailed examination of the numbenf users involved in arange of major internet ecosystems
A an evaluation ofthe level of infringement within each ecosystem

A an analyss of trends over time

A alook at business models and revenue generationsed by sites that facilitate infringement

A adiscusson of the rise of mobile

A andan analysis ofthe impact of enforcement efforts on infringement

1.2 Main Findings

1.2.1  The continued growth of infringement

A Internet usagecontinues togrow at a rapid pace; and with it, so does internetbasedinfringement.

A The practise of infringement is tenacious and persistent . Despite some discrete instances of success in limiting
infringement, the piracy universe not only persists in attracting more users/ear on yearbut hungrily consumes
increasing amounts of bandwidth

A The free and simpleavailability of copyrighted content through piracy ecosystems continues to drive the popularity
of hundreds of web sites, the actions of hundreds of millions of internet usersorldwide , and the consumption of
thousands of petabytes of intrnet bandwidth. Users of piracy ecosystems, the number of internet users who
regularly obtain infringing content, and the amount of ba  ndwidth consumed by infringing uses of content  all
increased significantly between 2010 and 2013 .2

A Even in regions wherethe legitimate distribution of content is advanced, the number of those involved in

infringement has increased, the number of page views devoted to infringement has grown, and the absolute amount

! An Esimate of Infringing Use of the Interne2011, Envisional. Available http://bit.ly/bandwidth -report

%In this report, the infringing status of pornography is not examined. Any mention of infringemens reféy to the infringement of non
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of bandwidth linked to infringement has risen.This suggess that in addition to encouraging the growth of legitimate
sources, additional tools may be required to help content owners prevent infringement.
A Eachweb site included in this analysis wasverified by a NetNames analysts one that is focused on providing
ET £#O0ET CET ¢ AT TOAT O 10 DPOIT OEAET ¢ 1 ET Bdinfridding Bdted tongided ¢ AT T OA
more than half of all links or all files posted on the sitén January 2013

A Almost every piracy-focused site included in this analysiss owned and run for profit.

>

Worldwide, 432.0m unique internet users explicitly sought infringing content during January 2013

A Three key regionsz North Am erica, Europe, and Asia-Pacific 7 Infringing internet bandwidth, 2012
(North America, Europe, Asia-Pacific)

make up a majority of the internet world, comprising 82.6% of all
internet users and 95.1% of all bandwidth consumedrocusing on
these regions, an analysis of all ecosystems of the internet
commonly used to obtain infringing material (such as bittorrent,
video streaming, cyberlockers, and other file sharing networks)
found that:
A Absolute infringing bandwidth use increased by 159.3%
between 2010 and 2012, from 3,690 petabytes to 9,567
petabytes.  This figure represents 23.8% of the total

bandwidth used by all internet users, residential and i A
commercial,in these three regions. (North America, Europe, Asia-Pacific)

A 327.0m unique internet users explicitly sought infringing
content during January 2013in the three regions. This figure
increased by 9.9% in the fifteen months from November 2011
and represents25.9% of the total internet user population
in these three regions(i.e.,1.26 billion internet users).3

A 13.9 billion page views were recorded on web sites focused
on piracy in January 2013. This figuréncreased by 9.8% in

the fifteen months from November 2011.

= Growth in infringement, November 2011 - January 2013 Growth in infringement bandwidth, 2010 - 2012
// (North America, Europe, and Asia-Pacificregions) (North America, Europe, and Asia-Pacific regions)

Users seeking infringing content Page views from piracy sites Bandwidth

% comScore derived total internet population includes persons aged 15+ accessing the internet from-avinoedeor workowned computer
and excludes mobile devices, internet cafes, libraries, etc.
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1.2.2 Infringement ecosystems

BitTorrent
A Bittorrent is the most popular peerto-peer file distribution system worldwide. The protocol is one of the highest
consumers of internet bandwidth. BitTorrent users search dedicated web portalsfor torrent files for particular

content. Torrent files openin abittorrent client which then connectsusers to swarms of other downloaders

A In three key regions (North America , Europe, and Asia-Pacific), the absolute amount of bandwidth consumed by
the infringing use of bittorrent comprised 6,692 petabytesof data in2013, an increase of 244.9% fron2011.
A In the same three regions, infringing use of bittorrent in January 2013 accounted for:

A 178.7 million unique internet users, an increase 023.6% from November 2011

A 7.4billion page views, an increase of 36% from November 2011

Growth in bittorrent infringement, November 2011 - January 2013
(North America, Europe, and Asia-Pacificregions)

ing infringing b Page views from bittorrent piracy sites

Growthin bittorrentinfringement bandwidth,2010- 2012
(North America, Europe, and Asia-Pacific regions)

Infringing bittorrent bandwidth
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Video streaming

A Infringement through video streaming generally combins video streaming link sites with video hosting sitesthat

are often calledvideo streaming cyberlockers. Users search a link site ftine content they desire, then clik through
the link to a streaming cyberlocker to watchthe title.

A In three key regions (North America , Europe, and Asia-Pacific), the absolute amount of bandwidth consumed by

the infringing use of video streaming comprised 1,52petabytesof data in 2013 an increase of 471.9% from 2011

A In the same three regionsinfringing use of video streaming in January 2013 accounted for:

A 96.3 million unique internet users, an increase of 27% from November 2011

A 4.2billion page views, an increase of 34% from November 2011

Growth in video streaming infringement, November 2011 - J y 2013

(North America, Europe, and Asia-Pacificregions)

Users seeking infringing content through video Page views from video streaming piracy sites
streaming

Growthin video streaming infringementbandwidth, 2010 - 2012
(North America, Europe, and Asia-Pacific regions)

video
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Direct d ownload cyberlockers

A The user experience of infringement via direct download cyberlockers usuallynvolves visiting a direct download
cyberlocker link site to locate links for a piece of contenthat are followed to a direct download cyberlocker from
which files can be downloaded.The direct download cyberlocker ecosystem was affected by the seizure of the
MegaUpload site in January 2012 and the subsequent closure of other popular direct download cyberlockers.
three key regions (North America, Europe, and Asi&acific), the absolute amount of bandwidth consumed by the
infringing use of direct download cyberlockers comprised 38 petabytesof data in 2013, a decrease of 54.7% from
2011.

A In the same three regions (North America , Europe, and Asia-Pacific), infringing use of direct download
cyberlockers in January 2013 accounted for:

A 148.6 million unique internet users, a decrease of 79% from November 2011

A 23 billion page views, a decrease 0fG16% from November 2011

Decline in direct download cyberlocker infringement, November 2011 -
o January 2013 (North America, Europe, and Asia-Pacificregions) —

Users seeking infringing content through direct Page views from direct download cyberlocker piracy
download cyberlockers sites

Declinein direct download cyberlockerinfringement bandwidth, 2010 - 2012
(North America, Europe, and Asia-Pacific regions)

/

Infringing direct d load cyberlocker bandwidth
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1.2.3  Ecosystem buiess models

A Almost every piracy-focused site included in this analysisis owned and run for profit . Business models differ
slightly within the different ecosystems discussedbut the majority of these sites draw revenue from advertising
with others supplementing this income by offering users premium subscription accounts designed to offer faster

access to content.

A BitTorrent portals exist almost exclusively on advertisingrevenue, frequently displaying banner advertisements

and pop-up windows for casinos dating sites, andlownload services.

A Video streaming link sites also tend to display numerous advertisements,some of which aredesigned to confuse
users into believing they leadto legitimate or free video contentin an effort to gain advertising traffic or to push
malware onto user®d A A QiekAsife©may also gather revenue by uploadingontent to video streaming host or
video streaming cyberlockersites. These host sites payuploaders of popular material and those who persuade

others to sign up fa premium accounts.

A In addition to generating revenue throughadvertisements, video streaming host sites or cyberlockers often
DOl i T OA PAEA O btheAdffér Gskrd fasfehalviersenizarfree access to contentas well ashe ability

to download video.

A Direct download c yberlocker link sites generate revenuethrough advertisements. They alsoenter into income-
generating affiliate agreementswith cyberlockers: the affiliate is paid when users purchase premium accounts or

when usersgenerate signficant numbers of downloads fromthe cyberlocker.

A Direct download ¢ yberlocker salso feature many advertisements but place a greater focus @mcouragingusers to
sign up for paidO D OA T E Oi &thatofieh a fdsler@@l simplerdownload experiencefor content.

1.3 Distribution and enforcement

Expanding effortsto distribute content legitimately through systems such as Netflix and BBC iPlayer for video, Steam and
Origin for games,and Spotify and Pandora for musicas helped draw millions of users into legiimate content arenas At
the same time, efforts torestrict infringement through legal action or other methodshave been only intermittently
successful, limited by the abilities of those involved to use available processes and techniques to adequatiztile the
complexities of theinternet world and the adaptive nature of infringement, driven by avoracious online appetite for

pirated content.

In some regions, legitimate distribution services have significantly altered the online landscape. For instandéetflix is
now responsible for nearly onethird of all downstream peaktime bandwidth in the United Statesand has nearly 30m
active subscribers in the countryIts growth and that of other legitimate streaming siteshas helped drive overall levels of
bandwidth consumption higher within the US. As a consequence, threlative proportion of bandwidth devoted to piracy
has fallen: in North Americathe percentageof total downstream bandwidth devoted to infringement fell from 15.7% in
2010 to 11.4% in 2012. ‘¢t this should not be taken as demonstrating an overall drop in levels of infringemeim the
region. In fact, the actual amount of bandwidth consumed by infringement continued to grow at a rapid packiring this

period, increasing by 48.2% in North Ameria between 2010 and 2012 Further, the period from November 2011 to

Copyright © 208 Netnames Piracy Analygjv2.5
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January 2013saw the number of users involved in infringement in North Americagrow by 40.5%from 45.4m to 63.8m
The overall proportion of internet users engaged in infringement rose by mee than a third, from 21.6% in November
2011 to 29.6% in January 2013.

This overall increase in infringement in North America is matched bwimilar findings for other key regions such as
Europe and AsiaPacific. The rise inthe number of users involved ininfringement, the page views devoted to piracyand
the amount of bandwidth consumed by infringementcomes despite the discrete success stemming from thdaw
enforcement operation against MegaUpload which limitedhe attractiveness and use of direct dowrdad cyberlockers. In
January 2012, the MegaUpload direct download cyberlocker was closed after an international law enforcement effort. The
fallout led to other major direct download cyberlockers also closing or changing their mode of operation. Between
November 2011 and January 2013, the number of visitors worldwide to direct download cyberlockers fell by 8.3%; the
number of page views dropped by 41.0%; and the amount of bandwidth devoted to direct download cyberlockers fell by
54.7% between 2010 and 2012Evidence clearly shows a sustained anlékely permanent drop in the popularity of direct

download cyberlockers following the MegaUpload operation.

The closure of MegaUpload also involved the closure of the streaming cyberlocker MegaVidao incident which in turn
affected otherpopular streaming cyberlockers.Yetthis disruption did not have a similar permanent impact oninfringing
use of video streamingas for the direct download cyberlocker ecosystem Video streaming,both as a legimate and
illegitim ate practice, is simple to engage with and deeply embedded in typical user routine. Video streaming bandwidth
consumption of all kinds has exploded over the last few years, increasing by ovEr0% between 2010 and 2012 in North
America, Europe, and Asi@ecific. Infringement through video streaming has increasedeven more dramatically: the
amount of bandwidth devoted to infringing video streaming has grown by morehan 470% over the same period, despite

the loss of weltknown hosts such as MegaVideo.

This demonstrates clearly howquickly online piracy can reactto system events such as site closurex seizures User
behaviour is modified, often in momentsshifting from locations or arenas impacted by events toothers that offer a
comparable spread of infringing content via a similar or different consumption model The practise of pracy itself
morphs to altered circumstances with use ofvideo streaming and bittorrent escalatingas direct download cyberlockers
fell away.

The valueto content ownersof the international law enforcement actionagainst MegaUpload and theffect on theoverall
direct download cyberlocker ecosystems undeniable. However, the recover of video streaming cyberlockers from the
same incidentand the overall growth in infringing users, page views, and bandwidticonsumption by infringing video
streaming use demonstrates a need forcontent owners to have access ttools and methodsthat allow them to react no

lessquickly asusers and site operatorslo to changes andransformations in the different piracy ecosystems

Copyright © 208 Netnames Piracy Analygjv2.5
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1.4 Methodology

The research presented in this report draws on data from a number of sourcem all cases, data from external sources

was used tostrengthen and augmentoriginal researchconducted by NetNamesThe seletion of sites which comprise the

different ecosystems studied in this reportare AAOAA 11 OEA Al I PATUSO A@DPAOEAT AAn

piracy for more than fourteen years.

Information on unique and unduplicatedvisitors and page views for sitesthat fall into eachinfringement ecosystem are
gathered from comScorecomScore figures onunduplicated visitors are one of the main sources of information which
underpins this report: unduplicated data counts a visitor to, say, ten different bitirrent portals, or to a bittorrent portal

and adirect download cyberlocker, once only, ensuring thata unique count of userswithin and across infringement

ecosystemscan beprepared.

In all ecosystems studied in this research, a careful account has beeade oflevels ofnon-infringing use . Discussion of
piracy and infringement often provokes emotional and spiritel debate. Within such an arenit is important to present a
cautious and nuanced account of the different uses of successful and immensely gapiechnologies such as bittorrent
both for infringement and nor-infringement. Using various techniques devised by NetNamegach explained in detail
within the report, this researchexaminesthe types of content available within each ecosystem and therpportion of that
content which is infringing. This information is then combined with data from comScoreon the selected sites within each
ecosystem to estimate the number of infringing and noinfringing users by employing probability to determine the
frequency of infringing activity. These estimates enabl¢his report to provide a figure for unique and unduplicated users
who engaged ininfringing activity in January 2013, both in each ecosystem separately and et of the broader single

piracy universe.Section 8 of the main report outlines this methodology in detail.

Data onbandwidth use was provided by Sandvinéwho deploys network managementsolutions in many countries

worldwide . Statistics from Ciscqprovided information on the growth of data consumption online.

The research provided in this report presents what is believed to be the first attempt to produce an accuraigerall size
estimate for the online piracy universe. Estimating anyactivity that comprises a range of user behaviours, motivesnd
actions can beproblematic and is inevitably open to criticism and question. By carefully outliningin the body of the
report the methodologies usedo produce the conclusions it is hoped thatthis research might prompt further study in

one of the mos fascinating and consistently changing areas of the internet.

‘bSiblYSa A& OSNB 3ANI (SFdzA (2 {IYyROAYS F2N GKS O2YLIlyeQa 2LISyySaa
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1.5 Report Structure

Following this summary of the main findings, Section 2 introduces the research in more detail and further outlines the
methodologies employed to produce the primary conclusins, discussing issues which may affect thesults. Sections 3,
4, 5, and 6 investigate the main internet ecosystems commonly used for infringemespecifically, bittorrent, other file
sharing networks, video streaming, anddirect download cyberlockers. Each ecosystem is discussed in depth and the

approaches used to calculate unique users, proportion of infringement, and bandwidth use are outlined.

Section 7 considers infringement on mobile devices but concludes that further dedicated research is requaira this area

given the extremely rapid adoption of smartphones and tablets worldwide in recent years.

Section 8 concludes the report, drawing the research together and providing a repeatable framework to estimate the
overall size of the piracy universeas it is used for infringement and the proportion of bandwidth consumed by infringing

content.

Appendix A containsa list of the web sites used tocalculate the data used in many areas of the report. Appendix B
contains detailed data on a number of the @rall findings on unique visitors, page views, and bandwidth uskoth on a

worldwide and regional basis.

Copyright © 208 Netnames Piracy Analygjv2.5
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2 Introduction and methodology

2.1 Report goab

This report has two goals, simple to state but potentially difficult to achieve. The first is #ccurately estimate
the size ofthe worldwide piracy universe: how many unique internet users regularly engage in infringing
activity through ecosystemstypically used for piracy like bittorrent, cyberlockers, and video streamingThe
second is to examine the awwunt of bandwidth used for infringement in different regions of the world. This
second task broadly repeats busignificantly extends research conducted by Envisional for a 2011 public

report on infringing bandwidth use.

Each of these tasksis complex anddifficult and eachrequires a range of methodologiesf they are to be
brought to a satisfactory conclusion.This section of the report introduces the main problemswhich arise
from an attempt to tackle these goalsaand discusses the different research mabdologies, data points, and

techniques used tocalculateand refine the final conclusions reached.

An introduction to each main infringement ecosystem is followed by a discussion of the main wlased
analytics used for measurement. These include an ourte of the types of sites chosen for inclusion and the
different metrics used from providers such as comScore. The provision of internet bandwidth data from

Sandvine and Cisco is alsexplained.

2.2 Infringement ecosystems

This report analysespiracy or infringing activity within a number of categories. These reflect different
ecosystems commonly used to locate, distribute, and consuntdringing material. The methodology used to
describe the size of each ecosystem in January 2013oistlined below and discused in more detail in each
section of the report.It is important to note that the figure produced for the total size of each ecosystedoes
not represent the total number of users who use the ecosystem for infringement as some users will not
download infringing content or use that ecosystem to obtain pornography only (which is not examined for
infringement in this report). The determination of the total number of infringing users in each ecosystem is

performed in Section 8 of this report.
In this report, the ecosystemsare categorised as follows:

A BitTorrent , including analysis of the bittorrent network population, bittorrent client use, visitors to
bittorrent portals, and the amount of bandwidth consumed by bittorrent onlinefor infringing purposes.
The mast suitable metric for analysing the size of the overall bittorrentecosystemwas chosen to be
unduplicated visitors to bittorrent portals during a single month . In January 2013, this figure was

212.8m for all bittorrent portals that received more than 50000 unique visitors during the month.

Copyright © 208 Netnames Piracy Analygjv2.5
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Discounting those visitors who only use bittorrent to obtain noninfringing or pornographic content (see

Section 8) results in a final figure ofnfringing bittorrent  users of 204.9m.

A Other file sharing networks , including analysis of theeDonkey, Aresand Usenet populations and the
amount of infringing bandwidth consumed by each network onlineFor these file sharing networks, the
most suitable metric for analysing the size of each universe was the number wfique u sers of clients
for each network during a single month . In January 2013, this figure for eDonkey was 9.3m; for Ares,
66.6m; and for Usenet, 5.0m. Discounting those users who only employ each file sharing network for non
infringing or pornographic content makes a small change to these figures but does not affect the headline

total (see Section 8).

A Video streaming, including analysis of both video streaming link sites frequently used to locate
infringing content and video streamingcyberlocker sites used tohost and stream the video content to
users, and analysis of the amount of bandwidth consumed by infringing video streaming onlirflEhe most
suitable metric for analysing the size of the infringing video streaming universe was chosen to be
unduplicated visi tors to video streaming link sites during a single month . In January 2013, this
figure was 112.5m for all video streaming link sites which received more than 50,000 unique visitors
during the month. Discounting those visitors who only use such sites to adibh non-infringing or
pornographic content during the course of a month(see Section 8) results in a final figure of infringing

video streaming users ofL12.0m.

A Cyberlockers , including analysis of both cyberlocker link sites frequently used to locate infiging
content and cyberlocker hosting sites used to store the content ultimately downloadeby users, and
analysis of the amount of bandwidth consumed by infringing cyberlocker use onlindhe most suitable
metric for analysing the size of the infringing ideo streaming universe was chosen to banduplicated
visitors to cyberlocker host sites during a single month . In January 2013, this figure was 228.8m for
all cyberlocker sites which received more than 50,000 unique visitors during the month. Discounting
those visitors who only use such sites to obtain neinfringing or pornographic content (see Section 8)

results in a final figure of infringing cyberlocker users 0210.6 m.

The report also briefly discussesactivity on mobile devices such as smartphones antablets. The main

processesby which each ecosystem functions are briefly outlined at the start of each section.

2.3 Website visitor analysis
2.3.1 Site selection

Appendix A lists oversix hundred web sites which form the basis othe visitor measurement analytics used
in some of thedifferent sections of this report. The sites are taken from a larger database of web sites

maintained by NetNames which offer, or have offered in thpast, infringing material. Given the constantly

Copyright © 208 Netnames Piracy Analygjv2.5
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growing and rapidly changing featues and extent of the worldwide internet, it is possiblez indeed, likely z
that an occasional web site which should fall within the auspices of this research has been overlooked.
However, NetNames is confident that the largest and most popular sites thécilitate and focus upon

infringement are included and that omissions whichmight occur will do soin the long tail of less visited sites.

Each siteincluded in Appendix A has been verified by a NetNames analyst as being focusedpooviding
infringing content T O HOT OEAET ¢ 1 ETEO O ET EZOEITCEI C Al 1 OAT Os8
comprises more than half of alllinks or all files posted on the site. For instance, previous analysis by
NetNames shows thatof all content held on ThePirateBayin December 2011 the majority was infringing

(ranging from 78.1% for music to 92.9% for television)

Sites are only included in analysis during months in which their operations were focused on offering
infringing content. For instance, some of the sitemcluded in Appendix A are no longer in operation or are no
longer focused on offering infringing materialz these range from the cyberlocker MegaUpload, shut dowoy
US law enforcement in Jaumary 2012 to the bittorrent portal Mininova which removed all links to infringing
content in November 2009. MegaUpload is therefore included in the analysis of cyberlockers up to and
including January 2012; Mininova is included in the analysis of bittorrent portals up to and including
November 2009.

In some charts, stes are only included when they comprise one of the twenty most populasites in a
particular category. This calculation is made on a monthly basis and as such, the composition of the top
twenty sites may change from one month to the nexAppendix A higHights any sitethat was part of the top

twenty during any month.

The main source of dataon web site visitors used within this report comes from comScore.comScore is

recognised as the industry leader iimeasurement of digital activity.

2.3.2 comScore

comSc® A Kedia Metrix audience measuremenservice is drawn uponwithin this research to provide data
on unique monthly visitors to a wide range of sites andisers ofapplications of interest. This data is drawn
AOT T AT 1T 3AT OA 806 oved @ ihdivibals ik 140 countries, supplemented by censudased
measurement systems in 172A17 OT OOEA 08 4ntethodolobyl hBsAphsell Guditsirom the Media
Rating Council and the IAB

comScore is believed to be accurate in its assessment of sites which have a sufistl population but its
panel-based approach may be less accurate when considering sites that have a small level of visitors. The

company normalises its data according to demographics in each country but it is possible thaay, a small

® Written report on matters related to the Pirate Bay web diecember 2011, submitted to the UK High Court.

Copyright © 208 Netnames Piracy Analygjv2.5
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piracy-focused ste in a country where comScore does not have a dedicated panel might be missed. For this

reason, only sites with aninimum of 50,000 unique visitors each month  were included in this research.

While comScore povides a range of analyticson various aspecs of the digital world, this project usesthe
AT 1 B AdathdnGwo main ways both of which draw oncomScorefigures for unique monthly visitors to

web sites (or uniqgue monthly users of particular software applications such as bittorrent clients).

A aggregate unique visitors to a web siteor set of web sites That is,the combinedtotal number of
visitors to a site such as thepiratebay.$eor the total number of visitors to thepiratebay.se, torrentzeu,
kat.ph?, and other bittorrent portal sites. When calclating visitors to a set of sites, this figure is a simple

sum of allthe visitors to each web site.

A unduplicated visitors to a set of web sites This extremely useful data point examines the unique
universe of users who visit any number of a specific sef sites.For instance, the unduplicated audience
for bittorrent portals counts the individual users who visit any bittorrent portal once in a month.Thus a
user who visitsthepiratebay.se isohunt.com, kat.ph, and torrentino.com is counted only once in a
unduplicated audience figure not once for each web site they visifThis is in contrast to the aggregate
figure which would count that user four times, once for each bittorrent site they visitThe unduplicated
data provides a shape to the overall bittorent universe; it givesa figure that enables understanding of

the total number of individual users who turn to bittorrent sitesat least once a month to seek content.

As an exampleof the difference between each of the two data pointsgomScore estimated that the
unduplicatednumber of visitors worldwide to bittorrent portals in January 2013 was 212.8mThat is, 212.8m
internet users visited at least one bittorrent portal during January 2013This compares to an aggregater

combinedfigure of 555.0m.

The unduplicated figure for visitors to sites within each ecosystem is frequently used in this report as a way
to size the boundaries ofthat ecosystem. SpecificallycomScore data is used in shoiterm, long-term, and
regional analysis of the web sites andapplications selected by NetNamedor inclusion in Sections 3

(bittorrent) , 4 (other file sharing), 5(video streaming), and 6(cyberlockers) of this report.

Shortterm (fifteen month)analysis

A On a monthly basis betweemNovember 2011 and January 2013, the number ofaggregatevisitors were recordedto
all siteswhich had more than 50,000 unique visitors in each ecosystem categonyf a site had 100,000 visitors in
December 2012 but 40,000 visitors in January 2013 then it would be included in the calculath for December 2012
but not for January 2013 Analysisalsoincludes sites which may have gone offline during the monitoring periog for
instance,bittorrent portal BTJunkie.org closed in January 201f2ut visitors to the site areincluded in the analysis up

until the point that it shut down.

® ThePirateBay changed domains to thepiratebay.sx in June 2013.
" KickassTorrents changed domains to kickass.to in June 2013.

Copyright © 208 Netnames Piracy Analygjv2.5
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A On a monthly basis betweemNovember 2011 and January 2013, unduplicatedvisitors to all sites which had more

than 50,000 unique visitorsin each ecosystentategory. The same methodologys applied to site selectionas for

aggregate visitors.

Short-term analysis alsoexaminesthe number oftotal page views across all sites from a category which had more
than 50,000 unique visitors each month. For instance, there were 1,811,802,000 page views on thepiratebay.se in

Jaruary 2013. This is compared to total page views from November 2011.

Regional analysis

A

comScore data for the distribution of visitors by region of the world is employed to help define popularity for
different types of web site.

The methodology used in this report for the regional breakdown of visitorstakesas a starting point the comScore
unique monthly visitors to all web sites for a particular categoryin January 2013with more than 50,000 unique
visitors (for instance, thepiratebay.se received 58,96834 visitors in January 2013 according to comScoreJhis

provides the same base of sitesas that for the shortterm analysis discussed above.

For each individual site, thenumber of total monthly unique visitors is then split between five major regionsof the

world (North America, Europe Asia-Pacific, Latin Americaand Middle East & Africa)A AAT OAET ¢ O1 Al 1 3A1 OAB
Metrix data for that site for the same month(for thepiratebay.se, this provides figures 020,106,360 visitors from

North America, 16,450,659 from Europe, 11,733,624 visitors from Asia-Pacific, 5,188,738 visitors from Middle East

& Africa,and 5,483,553 from Latin America).

Total aggregate visitorsto all sitesfrom each of the five regionsare thensummed, leading toan overall percentage
breakdown of aggregate visitors to a category of sites from each regi¢so, all visitors from Asia-Pacificto all
bittorrent sites) . This percentage is thercombined with the total unduplicatedvisitors to bittorrent portals to
provide afinal figure for total unique unduplicated visitors from each region.This provides an estimate for the total

universe of e.g. bittorrent users from each region.

Longterm analysis

On a monthly basis betweerduly 2009 and January 2013, aggregate visitors tahe twenty sites with most unique
monthly visitors in each categoryz for instance, bittorrent portals z were analysed. Total aggregate visitora/ere
calculated (unduplicated visitor data is not available for this longer period of time)This analysis is limitedto twenty

sites as longterm data for more than twenty could not be accurately sourced for all ecosystems under analysis.

2.4 Bandwidth data

Data on the use of bandwidth by different services, protocols, and sites was supplieg network monitoring
company @ndvine. The data provided by the company coverethree major regions of the world: North
America, Europe, andAsia-Pacificd $ AOA xAO CAOEAOAA &EO1 i1 A OATCA 1T £ )3
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is installed. Detection monitoredall traffic passing through the ISP over a sustained period of timend

monitoring was performed during the first half of 2012 for Europe and AsigPacific and the second half of

2012 for North America " AT Ax EAOE AAOA &£O0iI 1 3ATAOETA A O ¢npn Al Ol
technical report in this area, ensuring consistency in measurement across both pieces of research.

The overall bandwidth figures contained in this report are aggregate data reported by Sandvine for a

combination of peak and offpeak use of both downstream and pstream bandwidth. Occasionally, use is

made of a figure for downstream or upstream bandwidth onlybut the report makes it clear when this occurs.

Sandvine does not have complete coverage of every ISP in a country or region. It is possible that the

compd U6O Aii i AOAEAT &£ AOGO I AAT O OEAO CAOEAOAA AAOA xEI
company has a larger installed basés with comScore data, variations within countries where Sandvine may

not have a commercial presence will not be includeditheir data collection. The omission of bandwidth data

from Latin America and the Middle East and Africa is a regret given theelieved differences n internet use

between regions; as the Sandvine dataused in this report demonstrates, there are significat variations

between internet use in the regions covered in this report, for instance, and such difference is just as likely

should data belocated for bandwidth use in regions not covered in this report.The inability to obtain any

complete bandwidth data representative of all regions of the world means that it was not possible to repeat

OEA AOOEI AGAOG 1T AAA ET %l OEOCEITAI 860 * Al OAOU ¢gmpp OADIT O
worldwide (estimated at 23.76% of all bandwidth in 2010). Instead, this report provides estimates for

infringing bandwidth use in each of the three regions for which data was obtained from Sandvine (North

America, Europe, and Asidacific).

Additional data to support the bandwidth analysis contained in of this report was gathered from hardware
manufacturer Cisco. Through its Visual Networking Inde% Cisco providel an estimate of the overall growth
of bandwidth use online between 2010, the point at which data was gathered for the earlier repoend 2012
The companyrecords worldwide consumption of bandwidth growing by 109.0% during this two year period.
In North America, overall bandwidth consumption grew by 105.0%; in Europe, 109.6%; and isia-Pacific,
111.2%. These are substantial increases over a relatively shgoeriod of time but the velocity of increase
shows little sign of slowing: Cisco belies internet traffic will triple between 2012 and 2016. Bandwidth

consumption also grewper individual internet user between 2010 and 2012

According to Cisco, all main dagories of bandwidth use showed an increase between 2010 and 2P1with
video streaming increasing by 59.4% and file sharing by 21.2%. In North America, video streaming
consumption rose by 59.3%; in Europe by 70.7%; and iAsia-Pacific by 50.0%. Clearlythe internet as a
whole has consistently consumeda greater amount of bandwidth each year. The major categories of
bandwidth consumption that are frequently used to obtain infringing contentz such as file sharing and video

streaming z also continued to grow.

8 http://www.cisco.com/en/US/netsol/ns827/networking_solutions sub_solution.html
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Cisco is a hardware manufacturer focused on providing companies with equipment to enableem to better
control and utilize data flows through networks. It is, of course, i# E O &dmén€dal interest to encourage
ISPs and hosting providers to belieg that internet use and data consumption is increasing as this meets their
commercial goals. However, data to support the contention that bandwidth consumption is growing rapidly is
available from ISPs and other internet entitiesreducing (though not removing) this concern. For instance,
TeleGeography estimated that bandwidth growth tripled between 2010 and 2012 while IDC prediad a
growth 10 of 50% year on year from 2010 to 2015.

2.5 Ecosystemstructures

The following four sections of this report discuss aange of internet ecosystems typically used by internet
users to locate and obtain infringing content bittorrent (Section 3), other file sharing networks (Section 4),

video streaming (Section 5), andlirect download cyberlockers (Section 6)

In each secibn, an introduction highlights the different types of data available to size the number of users
within each ecosystem, and the particular metric chosefor that ecosystemis justified. Data from comScore
is used to outline the unique population of interret usas that inhabit the ecosystem and a outline of
historical trends is provided. Analysis of the content typically found in each ecosystem is produced together
with an assessment of the proportion of that content which is infringingUnless otherwise stated, all
figures displayed in charts or quoted in  each section relate to visitors who accessed infringing content
through each ecosystem during January 2013 . That is, noninfringing use of each ecosystem is accounted
for and removed fromthe figures discussed. Section 8 outlines the methodology used to discounsers who

only access nornfringing use within each ecosystem.

Bandwidth data from Sandvine and Cisco ithen employed to demonstrate the overallamount of bandwidth
devoted to infringement within that ecosystem. A discussion of business models and revenue generation

methods in each webbased ecosystenis alsoprovided.

? http://www.ispreview.co.uk/index.php/2012/09/internationainternet-capacitygrowth-falls-as-bandwidth-climbsto-77tbps.html

1% http://www.ispreview.co.uk/index.php/2012/03/idpredictsglobatbroadbandinternet-traffic-to-grow-50-eachyear.html
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3 BitTorrent

3.1 Introduction

BitTorrent was created in 2001, initially intended as an efficient methodto share large norinfringin g files

such as distributions of LinuxQuickly co-opted for infringement, the protocol is now recognised as one of the

fastest andsimplest ways to transfer databetween multiple users across the internet.Use of the protocol is

heavy worldwide; for instance, cata from Sandvine estimates that bittorrent comprised more thar21.7% of

all internet traffic in Europe in the first half of 2012 (downstream and upstream), and more in AsigPacific.

The use of bittorrentby internet userstends torequire two factors:

A aweb site or portalsuch as ThePirateBay
(see screenshot)r IsoHunt that offers
links to content such as films or music
that can be downladed using a bittorrent
client

A A OOxAOI 6

Name (m-,w:.upb:‘a;:m ULed by, -:.u)

Les Miserables - Os Miser . -2012- L - RMVB
Uploaded 02-26 08:53, Size 764.5 MiB, ULed by japanjim

Les.Miserables.2012.DVDSCR.NorSub-philipo
. Uploaded 02-08 15:52, Size 2.31 GiB, ULed by philipo

Les Miserables 2012 DVDSCR EDAW
@ £ Uploaded 02-07 23:59, Size 2.31 GiB, ULed by UltraTorrents

Les.Miserables.1998.720p.BluRay.x264-EbP

Video
(Highres - Movies) M Q £ uploaded 02-05 10:03, Size 6.4 GiB, ULed by maxime! rsk

i £ AEODI O, .=

Les Miserables.scr 2012 ( Hardcoded Dk subs )
QB & uploaded 01-19 21:46, Size 1.89 GiB, ULed by Realuploads

~ ~ o~ ~— ~ — 1~ 1

particular piece of contentto which the bittorrent client can connect

View: Single / Double SE  LE

The typical bittorrent download generally proceeds along the followinglines: a user interested in an

infringing copy of, say,the 2012 film Les Miserable visits a bittorrent portal site such as ThePirateBayThe

user arches for thefilm title , andthen chooses andlicks a link to download a version of the film. This link

I AOT AEAO OEA OOAOB8O AEOOI OOAT O A
sharing that film, and begins to download! O OT i1 AO OEA

1 EAT O xEEAE

can then share that part with others in the same swarm.

OEAT

As the datain this sectiondemonstrates,hundreds of millions of internet users employ bittorrent each month

to share contentand the vast majority of that usage is infringing, downloading pirated films, television

episodes, games, software, books, and musiaf all unique visitors to bittorrent portals in January 2013,

it is estimated that 96.28% sought infringing content

Determining universe size

during th e month, a total of 204.9m users.

There are four main pieces of datathat can help provide an estimate of size for the overall bittorrent

ecosystem(not the number of users who actively infringe using bittorrent}

1. \Visitors to bittorrent portals in aggregate internet users who visit a site such as ThePirateBay or
KickassTorrents. Visitor analysis is performed over a month and focuses on unique monthly visitors
to each sitez in aggregate, the total visitors across all bittorent prtals included in this research n

January 2013 was 555.0mwvorldwide .

2. Unduplicated visitors to bittorrent portals: the total number of internet users who visit at least one
bittorrent portal at least once during the course of a month. This ensures thatuser who may visit
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numerous bittorrent portals during a month is counted as a single member of the bittorrent
ecosystemlIn January 2013, this figure was 212.8rworldwide .

3. The bittorrent user population: NetNames collects data for the number of simultaous users of
bittorrent. This is information which shows the number of active bittorrent users at any single point
in time and does not show the number of unique bittorrent users over the course of a monthuring
the final week of 2012, this figure was 2.2m simultaneous usersvorldwide .

4. The unduplicated number of unique users of individual bittorrent clients such as uTorrent and Vuze
over the course of a monthThis data is provided by comScore and in January 2013 was 266.3m
worldwide .

The figure for aggregate portal visitors (1) counts more than once any user that visits more than a single
bittorrent portal during the course of a month. This cannot ben accurate way to provide a unique size for a
discrete population. In contrast, data on thesimultane ous network population for bittorrent (3) provides

a snapshot of active usersnly during isolated points in the month and cannot account fototal users across

the entire period. This leaves the choice of unduplicated portal visitors or unique client usems the best way

to size the overall bittorrent universe.

The figure for wique or unduplicated bittorrent client users (4) provides a measure of the number of
users who have had a bittorrent client in operation on their computer at some point during theourse of a
month. As a user cannot upload or download content on bittorrentvithout a client, this might appear asa
suitable candidate for assessing a minimum number of users of the bittorrent universe. However, some users
may run a bittorrent client wi thout their knowledge z for example, clients aresometimesinstalled which load

on startup and operate in the background of a computer. It is possible that a portion of users, though likely
only a few, are unaware that a bittorrent client is operatingon their computer. As a result, it is possible that
this figure may overcount active and deliberate bittorrent usersLast, the data for client use is gathered by
comScore while this AT I PAT U8 O AAOA 11 x Adiked 6FEMDAero@® @dyanigatiods,itAsA AT A0
unknown whether a similar inspection has examined app users.

Using the figure forunduplicated portal visitors  (2) provides a minimum estimate for bittorrent users who
have sought content on bittorrent at some point during a monthThis limits the cdculation to users who have
made a deliberate attempts to access a portal providing links to bittorrent. The use of unduplicated portal

visitors also allowsconsistency with the figures for the video streaming and cyberlocker ecosystems

Given the above,this report estimates the overall bittorrent universe during January 2013t 212.8m unique
internet users worldwide . Note that this figure says nothing about whether those users are seeking
infringing or non-infringing content on the portals which they vist. The proportion of the bittorrent
population who use the ecosystem for infringing reasons is determined usirggmethodology thatis explained
in Section 8.This method determines the total number of bittorrent users who accessed infringing

content on bi ttorrent during January 2013 as 204.9m users worldwide .
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3.2 BitTorrent: portal visitors

3.2.1  Short-term analysis

Analysis for this report collected over two hundred bittorrent portals that were live in January 2013, as well
as data on additional sites that havesxisted at earlier points. Data was collected for worldwide monthly
unique visitors to these sites from comScore for a fifteen month period (November 2011 to January 2013), as
well as for those sites that may have been live at some point during this peddut were not in January
2013.11 Sites with more than 50,000 unique users each month were used as the basis for this shimrtm

analysis. A longerterm analysis with a smaller sample of sites is found in Section 3.2.3.

This data was in two forms:

A aggregde unique visitors to each portal (internet uses who visit eachportal in the course of a month)

A unduplicated visitors to all portals (all internet users who visit at least one bittorrent site in the course of
a month)

The first type of data provides anidea of all visitors to individual sites and gives a sense of scale for the
overall use of bittorrent worldwide. The second type of data (unduplicated visitors) better shapes the size of
the bittorrent universe by unique users as the figure only counts edcvisitor to any bittorrent portal over the

course of a month once (someam who visits ThePirateBay, KickssTorrents, Torrentz, TorrentLeech, and

700

Chart 3.2.1.1: Infringing bittorrent portal visitors
November2011-January 2013 (comScore / NetNames)
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" For instance, btjunkie.org closed in January 2012. The site will be included in the visitor analysis up to the potosat it
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IsoHunt in the same month will be noted as a single visitor only). Similar data is used for most other piracy
ecosystems studied in this report. All visitor data gathered from comScore is then passed through a
methodology which accounts for norinfringing use of the bittorrent ecosystem and is explained in detail in
Section 8.All figures displayed in charts or qu oted in this section relate to visitors who accessed

infringing content through bittorrent during January 2013.

Chart 3.2.1.1 above shows both data points for each month from November 2011 to January 2013. Both
figures increase over the period, reflectinghe similar increase noted in the simultaneous network population
seen in Section 3.3 below. The total aggregate infringing bittorrent visitor population increased from 452.8m
visitors to 534.3m in January 2013, an increase of 18.0%. Unduplicated infrimgj bittorrent portal visitors, a
more accurate measure of the total infringing bittorrent population, increased from 162.4m to 204.9m
visitors in January 2013, an increase of 26.2%. The data means that each unique bittorrent visitor in January

2013 visited 2.6 different bittorrent sites on average during the month.

Data is also available from comScore on the total number phge views made across all bittorrent sites
which related to infringing content. This alsoincreased in the period shown, from6.3 billion page views in
November 2011 (an average of0.0 bittorrent portal page views overall per visitor during the month) to 8.5
billion in January 2013 (an average ofi1.3 page views per visitor). Page views peak in February 2@las a
consequence of the diruption seen in the cyberlocker ecosystem following the seizure and closure of
-ACAs5PI T AA AT A -ACA6EAAT 8 -AT U AUAAOITAEAO OOAOO

testing new sites while seeking a new and reliable source of infringing aterial.

10000 — Chart 3.2.1.2: Total page views related to infringementat bittorrent portals —
November 2011-January 2013 (comScore / NetNames)
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3.2.2 Regional breakdown

Chart 3.2.21 below shows the distribution and number of visitors to bittorrent portals on a regional basis.
comScore data was used to analyse visitors according to five regions: North Ameri€airopel?; Ada-Pacific;
Latin and Central America;and Middle East and Africa. Analysis examinednduplicated unique visitors
from January 2013, providing an illustration of those who have visited at least one bittorrent portal during
the month from each region.In three key regionsz North America, Europe, and Asidacific Z bittorrent
portals had 178.7m unduplicated unique visitors in January 2013. This is an increase of 23.6% compared to
144.6m visitors in November 2011.

Chart3.2.21: Regional breakdown of visitors to bittorrent portals (comScore / NetNames)

North America:

31.8m / 15.5% .
Mlddle East / Africa:
16.0m / 7.8%
LatinAmerica: . .
10.2m / 5.0% - TN

Analysis shows a clear concentration of bittorretportal visitors in Europe 7 47.1% or 96.4m visitors z with
Asia-Pacific showing the next lagest visitor population of 24.7% or 50.5m. In North America, there were
15.5% or 31.8m unduplicated visitors to bittorrent portals. Data on regional bandwidth use of bittorrent

from Sandvine (seeSection 3.4below) broadly reinforces the distribution shown in the chart.

?Russia is regeded as part of Europe throughout this report.
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3.2.3  Longterm analysis

Chart 3.23.1 places visitors to bittorrent portals in a longerterm context and shows that the current position
seen in January 2013 is a significant increase on levels of popularity of just a few years ago. In July 2009 (the
earliest date for which comScore data is available), comScore recorded 174.8m aggregatel infringing
visitors to the most popular twenty bittorrent portals worldwide. By January 2013, this figure stood at

384.4m visitors, an increase of 119.9%.

Chart 3.2.3.1: Aggregate infringing visitors to top twenty bittorrent portals,
July 2009 - Jan 2013 (comScore / NetNames)
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3.3 BitTorrent network population and client use

3.3.1 Network population

Chart 3.31.1 below displays the number of simultaneous bittorrent users online at any one time since the
beginning of 2007 to the end of 2012. The continued increase in theser population is clear: from 4.2m
simultaneous users at the start of January 2007, the networkad 12.2m simultaneous users at the end of
December 2012, an increase of 191.3%ver the six year period BitTorrent also grew at a faster pace during
2012 than at any other point in its hstory. To grow from 6m to 9m simultaneous users took almost three and
a half years, from the middle of 2008 to the end of 2011. To add a further 3m users to reach 12m

simultaneous users tookonly twelve months, from December 2011 to December 2012

This recent spurt in the growth of bittorrent users was aided by disruption to other piracy ecosystems (most
notably cyberlockersz see Sectiorg). BitTorrent itself has proved resilient to antipiracy action in the past.
Attempts to degrade the bittorrent experience by uploading fake content to bittorrent portals sending
takedown notices, or issuing warning notices to downloaders (prior to the introduction of graduated
response systems)generally had little overall impact. Closures of popular bittorrent sites sich as Mininova
and Demonoid may have hada short-term impact on regular users of such sites but replacements were
quickly located. This was not the case faanti-piracy action aimed atcentralised resources onother peer to

peer networks such as eDonkey g section 4 below).

Chart 33.1.1 below shows the active users ofbittorrent who are downloading or uploading material or part

14

Chart 3.3.1.1: BitTorrent user population, 2007-2012 (NetNames)
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of a bittorrent swarm of usersat any one moment in time. It does not demonstrate thecale of bittorrent use
overall which is better illustrated by examining usage data fobittorrent clients (the software tools used to
download content via bittorrent) and bittorrent portals (the sites where links to content are located) Note
that the figures shown in Chart 3.3.1.1 do not accat for non-infringing use of bittorrent and represent a

count of the total simultaneous bittorrent population.

3.3.2 BitTorrent client use

Chart 33.2.1 below examines use of the most popular bittorrentclients such as uTorrent and Vuz&. In
January 2013, corBcore recorded 277.8m aggregate users of bittorrent clients worldwide (an increase of
14% from 243.7m in November 2011) and 266.3m unduplicated users (an increase of 13.7% from 234.1m in
November 2011). There is a much smaller difference between total agggate users and unduplicated users
for bittorrent clients than for bittorrent portals as users tend to employ only a single client. There is little
point in having two bittorrent clients running at any one time, though some users may switch clients during
month. In contrast, users frequently visit more than one bittorrent portal to locate content during the course

of a month.

290

Chart 3.3.2.1: BitTorrent client users
November2011-January 2013 (comScore)
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¥ Data includes nine bittorrent clients: uTorrent, BitTorrent, BitComet, Vuze, FrostWire, BitLord, Shareaza, BitSpirit, & AB@es do
not include the popular Chinese download manager Xunlei whictotisracked by comScore. The developers of Xunlei, which includes a
bittorrent client as well as using a proprietary protocol for downloads, state that the client has more than 200m unigueactemonth.
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